[bookmark: _GoBack]Data Protection Information
In the following, we provide information on the processing of personal data in the context of [e.g. recruiting/alumni event etc.] pursuant to Art. 13 and 14 off the European General Data Protection Regulation (“GDPR”). 	Comment by Goetz, Jeffrey Michael: This “notice” or “information sheet” should be provided to the data subject (i.e., the individual from whom we are collecting the personal data) at the time when the personal data is being collected.

If personal data is not being collected directly from the data subject but obtained by another means and the university is acting as a “controller” (i.e., it is not just processing the data on behalf of another organization), the relevant university unit should provide this document to the data subject before the university begins processing the data.
The terms used in the following such as e.g. “controller” have the meaning as defined in Art. 4 GDPR. 
A. Identity and contact details of the controller
The controller is: 
Indiana University
[Postal Address]	Comment by Goetz, Jeffrey Michael: Typically the relevant University unit should fill out this information with its own address, email, and telephone number.
[Email Address]
[Telephone]

(hereafter “Indiana University” or “we”) 

B. Categories and sources of personal data 
We process the following (categories of) personal data:
	Categories of personal data processed
	Source of personal data (and if applicable, whether source is publicly accessible) 

	[e.g. Contact data]
	[e.g. data subject]

	[e.g. Credit rating]
	[e.g. credit bureau]



C. Intended purposes of processing and legal basis for processing 
We process the personal data (indicated above in section B) for the following purposes and on the following legal basis. Where the processing is based on Art. 6(1)(f) GDPR, the legitimate interests pursued by us or by a third party are indicated as well: 
	Intended purpose of processing (and, where applicable, legitimate interests pursued with the processing) 
	Legal basis for processing 	Comment by Goetz, Jeffrey Michael: Article 6 lays out the lawful bases for processing personal data subject to the GDPR.  Typically the university would need to rely on one of the following bases:

Consent:  The data subject has given explicit consent (using the consent form template);
Performance of a Contract:  The processing is necessary for the performance of a contract to which the data subject is a party or in order to take steps at the request of the data subject prior to entering into a contract;
Legitimate Interest:  The processing is necessary for the purposes of the legitimate interested pursued by the university except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject.  (This basis should be used sparingly.)

Please consult with the GDPR working group (gdprmay@iu.edu) about the most appropriate basis to use for each purpose of processing.

	
	

	
	



D. Recipients of personal data 
For the purposes indicated under section C above, we disclose personal data to the following recipients or categories of recipients: 
I. Internal recipients (recipients within the controller) 
· [Recipients (departments/functions) within the controller]

II. External recipients (recipients outside the controller) 

1. External recipients which receive personal data as controllers: 
The following recipients determine the purposes and means of the processing of the personal data disclosed alone or jointly with others: 
· [External recipients which receive personal data as controllers]

2. External recipients which receive personal data as processors
The following recipients process personal data on our behalf: 
· [External recipients which receive personal data as processors] 

E. Transfer of personal data to third countries

We intend to transfer personal data to the following third countries (countries outside the European Economic Area): 

USA

There is no adequacy decision by the Commission within the meaning of Art. 45(3) GDPR. The transfer of personal data is subject to standard data protection clauses pursuant to Art. 46(2)(c) GDPR. A copy of the standard data protection clauses can be obtained at any time (see contact details in section A above).	Comment by Goetz, Jeffrey Michael: This language can be deleted and the “standard data protection clauses” are not needed if the data subject has provided consent (in the consent form) to the transfer of the data to the US or if transferring the data is necessary for the performance of a contract or pre-contractual measures (i.e., if the “contract” lawful basis is used as the basis for the processing).

F. Period for which personal data will be stored 
The period for which personal data will be stored is listed in the following or is determined by the following criteria: 
[insert period for which personal data will be stored/criteria determining time period]  	Comment by Goetz, Jeffrey Michael [2]: It may be helpful to consider the retention schedules listed on the Libraries website here:  https://libraries.indiana.edu/university-records-retention-and-disposition-schedules
G. Requirement or obligation to provide personal data and consequences of failure to provide such data
The provision of the following personal data is a statutory or contractual requirement/obligation, or a requirement necessary to enter into a contract: [insert details of such data]
H. Rights of the data subject

I. Access, rectification, erasure, restriction, data portability
With regard to the processing of personal data, you have the following rights:

· Request from us access to your personal data pursuant to Art. 15 GDPR.

· Request from us rectification of your personal data pursuant to Art. 16 GDPR. 

· Request from us erasure of your personal data pursuant to Art. 17 GDPR. 

· Request from us restriction of processing pursuant to Art. 18 GDPR.

· Right to data portability pursuant to Art. 20 GDPR. 

II. Right to Object
You have the right to object on grounds relating to your particular situation, at any time to processing of personal data concerning you which is based on Art. 6(1)(e) or (f) GDPR, including profiling based on those provision pursuant to Art. 21 (1) GDPR. 
Where personal data are process for direct marketing purposes, you have the right to object at any time to processing of personal data concerning you for such marketing, which includes profiling to the extent that is related to such direct marketing pursuant to Art 21 (2) GDPR.
[Please note that at the latest at the time of the first communication with the data subject, the rights to object referred to above have to be explicitly brought to the attention of the data subject and have to be presented clearly and separately from any other information. We recommend a separate and explicit notification to the data subject on this topic in the first communication with the data subject.]   	Comment by Goetz, Jeffrey Michael: This should be deleted when a finalized version is being prepared.  Also, per this comment, a separate notice about the right to object should be provided to the data subject in the first instance where we are collecting personal data (the first paragraph in this section can be used as that notice).
III. Right to withdraw consent
Where the processing is based on your consent (Art. 6(1)(a) or Art. 9(2)(a) GDPR, you have the right to withdraw consent at any time, without affecting the lawfulness of processing based on consent before its withdrawal. 
IV. Right to lodge a complaint
You have the right to lodge a complaint with a supervisory authority pursuant to Art. 57(1)(f) GDPR. 
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